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Marketplace scams represent a $50+ billion scourge on our economy that impacts one in four 
households and one in five individuals each year.

According to the FTC, in 2019:

• Delaware was #3 in fraud reports
• Victims in 23% of the reports lost money
• Consumers aged 20-29 lost money in 33% of reports

and in 2020:

• Delaware was #2 in fraud reports
• Victims in 34% of the reports lost money
• Consumers aged 20-29 lost money in 44% of reports



What is BBB?
◦ Non-profit organization
◦ Began in 1912
◦ BBB locations throughout U.S., Canada & even one in Mexico

Mission: 

To be the leader in advancing marketplace trust. We do this by:
◦ Setting standards for marketplace trust
◦ Encouraging and supporting best practices by engaging with and educating consumers and businesses
◦ Celebrating marketplace role models
◦ Calling out and addressing substandard marketplace behavior
◦ Creating a community of trustworthy businesses
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BBB was started because 
of this:



5

These days it
looks like this:
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Or this:
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Or even this:

https://www.loom.com/share/1a765a762ac84fb7be1ac715eb59d570

https://www.loom.com/share/1a765a762ac84fb7be1ac715eb59d570
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Specific Social Engineering Tactics
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Who are the victims?
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#1 Social Engineering Threat Targeting Businesses …

BEC: Business Email Compromise 
(dba Spearphishing, dba Whaling, etc.)

According to the FBI:
• In the past 3 years, over 26 BILLION in lost dollars
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This is NOT what keeps IT awake at night:
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This is:
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Source 
Credibility
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Source 
Credibility
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Source Credibility
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Source Credibility
• I am your boss.
• I am you bank.
• I am your school.
• I am your government.
• I am your utility company.
• I am your real estate agent.
• I am your search engine/email 

provider.
• I am your health insurance provider.
• I am your prospective employer.
• I am your postal carrier of choice 

delivering your package.
• I am a safe, secure website.

Hey Jon!  The next slide is about Social Consensus
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Social Consensus

• Lots of likes, comments, and shares
• Celebrity or Influencer support
• Hacked account of someone you 

know
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Social Consensus
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Phantom Riches

(hey Jon, talk about fake checks and students!)
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Phantom 
Riches

• Don’t you want a 
high-paying job?
• Don’t you want to 
work from home?
•Don’t you want a 
flexible schedule?
•Don’t you want us to 
pay for your laptop, 
phone, internet, etc.?



65% of scam job offers 
were related to the 

reshipment of 
packages. 
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Scarcity
• Call in the next 5 
minutes or your data 
will be lost!

• Don’t close this 
window or your data 
will be lost!

• OMG DIDN’T YOU 
HEAR ME YOUR 
DATA WILL BE LOST!
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Reciprocity
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So what scams are most common?
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How are victims 
contacted and how do 
they pay?



Scammers’ Tactics
Scammers pretend to be someone you trust.They make themselves seem believable by 
pretending to be connected with a company you know or a government agency.

Scammers create a sense of urgency.They rush you into making a quick decision before you 
look into it.

Scammers use intimidation and fear.They tell you that something terrible is about to happen to 
get you to send a payment before you have a chance to check out their claims.

Scammers use untraceable payment methods.They often want payment through wire 
transfers, reloadable cards, or gift cards that are nearly impossible to reverse or track.



How to Protect Your Business
Train Your Employees

Your best defense is an informed workforce. 

Verify Invoices and Payments

Check all invoices closely. Never pay unless you know the bill is for items that were actually 
ordered and delivered. 

Limit who is authorized to place orders and pay invoices. Review your procedures to make sure 
major spending can’t be triggered by an unexpected call, email, or invoice.

Pay attention to how someone asks you to pay. If you are asked to pay with a wire transfer, 
reloadable card, or gift card, you can bet it’s a scam.



How to Protect Yourself
Be slightly more Tech-Savvy

Don’t believe your caller ID, for example. Imposters often fake caller ID information so you’ll be more likely to believe 
them when they claim to be a government agency, your bank, etc.

Remember that email addresses and websites that look legitimate are easy for scammers to fake. Scammers even can 
hack into the social media accounts of people you trust and send you messages that appear to be from them. 

Don’t click links, open attachments, or download files from unexpected emails.

Secure your files, passwords, and financial information.  This should mean “use a password manager”, but it at least 
means “have backups”.

Know Who You’re Dealing With

Research companies for FREE at www.bbb.org.

Search the company’s name online with the term “scam” or “complaint.” Read what others are saying about that 
company.

http://www.bbb.org/


Learning About Fraud

Pass it on!



Thank you for your time!

Questions?


	���Top Scams and Phishing 2021: �The Evolution of Social Engineering��(aka why it’s easier for scammers to just trick you)
	Slide Number 2
	What is BBB?
	BBB was started because �of this:
	These days it� looks like this:
	Or this:
	Or even this:
	Specific Social Engineering Tactics
	Who are the victims?
	#1 Social Engineering Threat Targeting Businesses …
	This is NOT what keeps IT awake at night:
	This is:
	Source Credibility
	Source Credibility
	Source Credibility
	Source Credibility
	Social Consensus
	Social Consensus
	Slide Number 19
	Slide Number 20
	Slide Number 21
	Slide Number 22
	Slide Number 23
	So what scams are most common?
	How are victims contacted and how do they pay?
	Scammers’ Tactics
	How to Protect Your Business
	How to Protect Yourself
	Learning About Fraud
	Thank you for your time!���			   Questions?

